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A financial industry search solution for the paperless 
enterprise and fraud prevention 

Frequent card-use fraud profiling 

Mortgage application underwriting and fraud detection 

Paper and voice notes conversion 
Debit & Credit Card repeat use tracking 

Insurance application underwriting and processing 

Cheque tracking and use profiling 

Money laundering modus analysis 

Fraud Search & Prevention The ATM/ABM System Storage and archive 

Credit card fraud with 

complex use behavior 
Debit card fraud with cross-

institution mapping 
Cheque fraud with feature, 

use and location tracking 
Mortgage fraud with 

document analysis with other 
known fraudulent 
applications 
Internal fraud with 

technique indication 
Corporate loans and asset 
fraud 
Insurance claim fraud with 
indicator tracking 
Funds movement mapping 
Account moves with repeat 

modus 
Identity theft with trend 

analysis 
Incident and case file 
Fraud records and 
repetition 
External search with law 
enforcement and 

immigration records where 
available 
External search for news 

and related indicators on 
Internet related information 
sites 

Transform paper into 
computer based 
records with document 

content search 
 
Legal documents can 
be searched for 

content and cross-
document comparison 
 
Existing CD and DVD 

lookup materials can be 
transformed into 
searchable archived 
libraries and assets 
 
Fax Document 
consolidation All faxes 

transformed into 
searchable assets-no 
more lost faxes 
 
Computer based files 

transformed into 
searchable assets 
 
Signed Documents 

All Signed instruments 
transformed into 
searchable assets 

Instant document retrieval 

with high speed search 
regardless of document type, 
location and volume 
 
Voice dictations 

conversion, storage and 
search 
 
Paper records 
transcription automation 

Information transformed into 
searchable editable assets 
for speedy transcription 
 
Long-term storage and 

conversion of paper based 
instruments, computer based 
files and voice recordings  
 
Instant search and 
retrieval of archived 

documents based on 
content. 

Tracking card use 

KS products monitor 
activity at the ATM and 
debit card processing 
stations, automatically 
analyze card 
information, exact time 
stamp, exact location 
and merchant etc. the 
system maps use 
against the use-
database and 
compares results 
against a rule system 
to determine whether 
or not to notify security 
analysts for card 
suspension action.  
 
Cheques, Mortgages, 
insurance and loans 

Ks products operate for 
all document and 
instrument type by 
using scanners, voice 
conversion for mapping 
use against previous 
use and other known 
documents. 
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The Fraud Scenario: 
Four different ABM/ATM 
machines receive cards 

from users over a few 
minutes. Each is 

submitted for search 
clustering analysis and 

four cards being entered 
are found to co-exist in a 

POS machine at some 
past date-an unlikely 
event for normal life. 

Thus fraud is indicated 
and the cards are 

submitted to the hot list 
and an alert is emailed 
to security analysts for 

kill or suspend action. In 
the event of a mass 

attack these four cards 
provide the system with 

enough information to 
create the POS hot list 

for Killing or Suspending 
all cards within the date 

these four co-exist. 
Result: financial loss 

prevention. 
 

 

Figure 1: The automatic debit card entry system 

Figure 2: The resulting ATM/ABM machine that four cards co-exist as a past event 

Figure 3: The ATM/ABM device where the cards were likely skimmed. In this case a day event list 
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